




The guide was created by the team of the Dovidka.info project from  
the Centre for Strategic Communications and Information Security  
in partnership with the National Resistance Centre.

Ukraine has been resisting Russian aggression not only since 2014,  
but throughout most of its history.  


Today, during a full-scale invasion, resistance to aggression is not only
about partisan movement and active actions. This term has gained  
a much broader interpretation. It includes fighting on the battlefield  
and in the rear, resistance to missile and energy terror, and resistance  
to hostile propaganda and fakes.  


The contribution of every Ukrainian is extremely important, so resisting 
despair and excessive anxiety, taking care of yourself and your loved 
ones in a situation where enemies want to destroy you every day is also
an important form of resistance. Taking care of yourself also means 
knowing the rules of safety in emergency situations and counteracting 
enemy propaganda. So, each of us can join the resistance to the 
occupiers in their own place.  


This guide contains advice that will help you stay safe in emergencies, 
advice on tactical medicine to save your life and health, tips on internet
safety and non-violent resistance. Read, analyse and plan your actions.

Introduction
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How to safely 
move around  
the de-occupied 
territory

Mines and other explosive devices can be present in abandoned 
buildings, on the streets, in fields, forests, and on roadsides. The 
following rules should be observed in areas where there have  
been recent hostilities:

Safe movement in the de-occupied territory

� use asphalt and concrete roads�

� don't approach abandoned buildings, cars, checkpoints;�

� don't touch weapons, equipment or any suspicious objects;�

� don't enter forests and forest belts, gardens, fields and  
vegetable gardens.

Before you first enter a house or apartment located on the territory 
liberated from the occupiers, be sure to wait for an inspection  
of your home by specialists. Explosive devices pose a particular  
threat during field work and construction.

Signs of the 
presence of 
improvised 
explosive devices

� unusual appearance of objects, sometimes certain sounds 
(for example, ticking)�

� small parts used in the installation of explosives: wires, 
containers�

� an unusually large number of footprints, remains of electrical 
tape or wires, cigarette butts or cigarette packs indicate the  
work of an occupier-bomber�

� small changes in the relief (bumps) or differences in vegetation 
cover from other areas nearby�

� dry or tied bunches of grass or bushes in one place�

� piles of stones stacked in one place, often on the roadside,  
or freshly dug up soil on a small section of road�

� sand, clay or other-coloured earth that looks unnatural

If you happen to  
be in a mined area

If you see an explosive object,  
you must NEVER

� approach the object�

� touch, push, or pick it up�

� try to cut or disable the device yourself;�

� use radio communication equipment or telephones  
near the item�

� set it on fire or make a fire nearby 

Safety rules in the de-occupied

and near-frontline territories

Online version 
here:

© Centre for Strategic Communications, National Resistance Centre, Dovidka.info 

https://dovidka.info/en/a-guide-to-handling-the-threat-of-mining/
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To warn other 
people about  
the danger

� a jar, bright cloth, ribbon or tape on a nearby tree/fence�

� a stick with warning markings on it�

� a pile of stones/bricks, crossed sticks�

� a self-made sign on a piece of cardboard  
with the inscription "MINES"�

� warning signs on signposts or road signs 

A signal of mine danger can be:

Telling children 
about mine safety

Present information to your child in an age-appropriate way.  
Show a cartoon, pictures, make up a movement or a game.

Four movements to help your child remember the algorithm 
of actions

Be sure to teach your children to recognise possible signs and pointers that indicate explosive 
areas. Tell them where explosive objects can be hidden (playgrounds, abandoned houses, 
destroyed or abandoned cars). Explain that mines can be hidden in toys, boxes, bottles,  
phones and other things scattered on the street. Teach the rule "I don't take it if it's not mine".

Most mines have self-destructing mechanisms and can therefore explode even when  
stationary. Only demining specialists can approach and defuse such items. More materials  
on mine safety for children can be found on the UNICEF website bezpeka.info. 

The best way to educate children is through your own example.

1.“Be careful”

2. “Don't come 
close”

3.“Don't touch”

4.“Call an adult” 

 Arms crossed in front 
of you

A palm near the mouth 
with a loudspeaker

Hands in the shape  
of binoculars near 

 the eyes

Arm extended forward 
with an open palm

“Call 101”

Only trained professionals can defuse explosive devices. 
Self-checking can kill or maim.

If you see a mine or a fresh funnel from a distance, stop moving immediately. Then, without  
moving your feet (you can crouch down), inspect the area around you for mines or wires. 
Immediately tell people nearby to stay away from the danger zone. Ask them to move away  
and call the emergency services. 

https://bezpeka.info/


https://dovidka.info/en/in-the-combat-area/
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� If you are in a car, don't block the path of emergency 
transport and move to the side of the road. Turn off the 
engine and close all air vents. Cover your nose and mouth 
with a cloth, scarf, handkerchief, etc. 

Signs of a 
phosphorus 
attack:

Where to find 
information 
about alerts, 
shelling and 
possible 
attacks?

Phosphorus munitions can be identified by their characteristic glow, 
similar to fireworks, also they emit white acrid smoke with a strong 
smell of garlic. 

Focus on messages from government institutions. Follow the news 
from the State Emergency Service, the army and the government, 
your regional military or state administrations on their websites or 
social media, as well as in the messages of the Public Broadcasting 
Company. 

There is an official channel that informs about chemical, man-made 
or other types of alerts in any region of Ukraine – "Air Alarm". You can 
download the app or subscribe to notifications in the Telegram 
channel. The app works even in silent mode. 


� If phosphorus gets on your clothes, take it off as soon as  
possible. Don't touch the phosphorus with your hands!�

� If chemicals get on both your clothes and skin, immerse the 
potentially affected areas in cold water or immerse yourself 
in all your clothes�

� Moisten the skin and remove visible phosphorus particles 
(preferably under water) with a non-sharp object (knife handle  
or tweezers)�

� Cover phosphorus burns with a wet bandage and keep it moist. 
Under no circumstances use cotton wool, baking soda, 
hydrogen peroxide, fat or oil-based ointments.�

� If you need, take painkillers and call an ambulance.�

� If phosphorus gets into the eye, cover it with a hard eye shield. 
Secure it over the eye with adhesive tape at a 45-degree angle 
across the forehead and cheek. If you don't have a shield, you  
can use tactical goggles or make an improvised shield (paper 
cup) to protect and avoid pressure.

Algorithm of actions:



https://dovidka.info/en/in-the-combat-area//#loss%20of%20property


6

� Compensation in the form of a certificate is provided for 
housing that can't be restored. It can be used to purchase 
housing, both in new buildings and on the secondary market. 
The certificate can also be used to buy a house or apartment 
that is still under construction or design.�

� Compensation in the form of a financial payment. The money 
is transferred to a special account called "eRecovery". The 
money can be spent on purchasing construction materials, 
ordering repair services, and building new housing.

� You can pen an "eRecovery" account in a bank (online in the 
application or offline in a branch). List of banks where you  
can do this: Monobank, PrivatBank, A-Bank, Sens Bank, Pumb, 
Raiffeisen Bank, izibank, sportbank, Accordbank, Bank Vostok, 
Bank Clearing House, Oschadbank, Pravex Bank, Globus 
Bank, Tascombank.�

� Submit an application through the Diia app (menu "Services" 
– "eRecovery" – "Submit an application for payment") or the 
website of the "eRecovery" programme by Diia.�

� If you can't submit an application through the app or website, 
you can do it through the Administrative Service Centre, a 
social protection authority or a notary.�

� A special commission will then contact you to arrange a 
meeting to inspect the property and determine the amount  
of compensation.�

� The Diia app will notify you of the commission's decision.  
If approved, the money will be sent to your "eRecovery" card  
or a certificate will appear in the Diia app or on your email.

Types of 
compensation

Obtaining 
compensation 
under the 
"eRecovery" 
programme

Important: first, collect evidence and obtain all acts, and only then start construction  
or repair work.

� Don't edit the video or photo�

� Make copies of all data. 

Safe evacuation from 
dangerous regions

Online version 
here:

Evacuate only after the notification of the Ukrainian authorities, as this is a process that should 
be carried out in an organised manner, with clear routes and an action plan. Gather the most 
necessary things, including documents, money, medicines, clothes and food. If you evacuate 
with a child, put a note in his or her pocket with basic information about him or her and about 
the final destination. Before leaving, take a picture of a child.

https://dovidka.info/en/evacuation-and-organization-of-shelters/




https://dovidka.info/
https://dovidka.info/en/articles/tactical-medicine-how-to-stop-bleeding/
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5. Cover the victim and keep an eye on him or her until medics  
arrive.

1. 2. 3.

The main rules 
for applying 
the torniquet

� The tourniquet is applied above the wound or as close to  
the shoulder or hip joint (Fig. 1�

� This can be done both on bare skin and on clothing. Before 
doing so, make sure that nothing interferes in the victim's 
pockets�

� Avoid placing the tourniquet over the knee or elbow, as this 
will not stop the bleeding but may injure the skin around the 
joint. Tighten the tourniquet until the bleeding stops (as 
tightly as possible) (Fig. 2)�

� On the tourniquet or the most visible part of the body, write 
down the time it was applied (Fig. 3)


1. 2. 3.

UNDER NO CIRCUMSTANCES should the tourniquet be removed 
or loosened yourself! It can only be removed by a medical 
professional.

The tourniquet can be applied both to the victim and to yourself. 
Remember: the tourniquet is used ONLY ONCE.

� OR cover the wound with gauze or a clean cloth (Fig.1, 2) 
and press on the wound with both hands (Fig. 3)

A mine explosion, a shock wave from a shell, an extremely loud sound from a rocket explosion  
– all of these can cause concussion. 

How to provide first aid  
in case of concussion?

Online version 
here:

https://dovidka.info/en/articles/how-to-provide-first-aid-in-case-of-concussion/


https://dovidka.info/en/how-to-prepare-for-an-emergency/#watersupply


https://dovidka.info/en/how-to-prepare-for-an-emergency/#withoutelectricity


https://dovidka.info/en/communication-and-information-retrieval/#sources


https://dovidka.info/en/communication-and-information-retrieval/
https://dovidka.info/en/communication-and-information-retrieval/#sources


https://dovidka.info/en/kiberbezpeka/




https://dovidka.info/en/
https://dovidka.info/en/yak-povodytysya-na-okupovanij-terytoriyi/#%20inform


https://dovidka.info/en/yak-povodytysya-na-okupovanij-terytoriyi/#sylyoborony
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Try not to keep notes, but rather memorise the information. If you need to write it down, think of  
a way to encrypt it, for example, in the form of a shopping list or a list of medicines.

Where to send 
information for the 
defence forces?

Before writing something to a bot, check it using a special website 
dovidka.info. This way, you won't come across Russian counterfeits 
that have identical spellings but may have different characters. 

Link to the 
botchеcker

© Centre for Strategic Communications, National Resistance Centre, Dovidka.info 

Detailed advice on internet safety is available on the website dovidka.info or on the Nadiyno digital 
security project hotline. The line is open seven days a week, for free.

� Don't ask the occupiers direct questions about their troops, and don't be aggressive during 
conversations.�

� Take videos and photos using some kind of cover or hiding place to avoid attracting 
unnecessary attention. In advance, think of a legend to explain what you were doing at that 
location.�

� As soon as you send a photo or video to the defence forces, delete it from your phone's 
memory. Also, delete all correspondence at once.

� Act calmly, don't argue, don't make sudden movements. If you are asked to show the contents 
of your pockets or bag, show it slowly. Always keep your hands where they can be seen.�

� Don't voluntarily enter the premises where the occupiers are located and try not to stay  
alone with them�

� Try to have witnesses with you when communicating with the occupiers. They can see that  
you are being detained and inform your family if the situation worsens.�

� Notify someone you know by phone or SMS in advance if you understand that you are likely  
to meet with the occupiers. 

The list of links  
that can be used to 
transfer information 
is here:

To avoid arousing 
the enemy's 
suspicions

To reduce the likelihood of detention, never carry things that 
contain any data related to the occupiers, people who cooperate 
with them, enterprises, infrastructure (roads, train stations, bridges). 
This may be regarded as intelligence gathering. Also, don't carry 
any agitation materials, pro-Ukrainian literature, or instructions.

If you are stopped  
by the occupiers 

Online version 
here:

https://dovidka.info/en/
https://dovidka.info/en/
https://dovidka.info/en/botchecke/
https://dovidka.info/en/yak-povodytysya-na-okupovanij-terytoriyi/#sylyoborony
https://dovidka.info/en/articles/if-you-are-stopped-by-the-occupiers/
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Sign the contacts that are important to you with fictitious but 
realistic names, and delete the unnecessary ones.

Don't post information that the occupiers may not like on your 
social media profiles. Delete information about visits to Ukrainian 
resources from your browser history and from the history of  
social media – likes of Ukrainian content.

If you cooperate with the Ukrainian Defence Forces, it is best 
to have a different phone for this purpose and use it to send 
information. 

Dangerous information that shouldn't be stored on your phone, 
but rather deleted immediately:

� correspondence with representatives of the Ukrainian  
Defence Forces;�

� contacts that may raise additional questions;�

� photos or videos of the occupiers' equipment or their 
personnel, secret or high-security facilities;�

� Ukrainian symbols. 

Phone content 
that doesn't 
arouse suspicion

Photos of everyday life, holidays, neutral correspondence with 
friends.

A completely clean phone looks suspicious, as if you have 
something to hide. 

If you or your relatives have become victims  
of forced "mobilisation" on the occupied 
territories, you have to find a way to surrender 
to the Defence Forces of Ukraine.

To do this, you have to inform the operators 
of the state Ukrainian project for surrender "I 
want to live" in advance that you have been 
mobilised and want to surrender.

Contacts of the  
"I Want to Live" 
project

For communication via Telegram and 
WhatsApp (this is a more secure way,  
as the phone can be tapped by enemies)

+380 95 68 86 888

+380 93 68 86 888

+380 97 68 86 688

If it is not possible to write in messenger, 
call

+380 44 35 08 917

688 
only from numbers of 

Ukrainian operators

If the enemy forces you to fight  
on their side

Online version 
here:

https://dovidka.info/en/articles/if-the-enemy-forces-you-to-fight-on-their-side/


https://dovidka.info/en/
https://dovidka.info/en/kak-soldatu-rf-sdatsya-v-plen/
https://dovidka.info/en/how-to-survive-kidnapping-and-captivity/#survival


https://dovidka.info/en/yak-povodytysya-na-okupovanij-terytoriyi/#sprotyv
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� Help to create information materials: leaflets, posters, drawings, news – and distribute them 
online and on the streets. Follow the rules of anonymity and leave no trace of your 
involvement.

� Identify and pass on information to members of the resistance movement about traitors and 
those who collaborate with the occupiers.

� If possible, send medics, communications specialists, former police officers – anyone who 
has not become a traitor and doesn't cooperate with the occupiers – to join the resistance 
movement. 

If you want to help in the resistance to the occupiers, but can't actively take action, there are other 
ways to be useful. 

� Keep faith in our eventual victory and support like-minded people. 

� Observe the occupiers and discreetly record their crimes: they must answer for what they 
have done.

� If possible, help prepare documents for members of the resistance movement (passes, 
personal documents, etc.). 

� Pass food, medicine, clothing, information, and tools to members of the resistance 
movement. 

� Help hide and care for the sick or wounded. 

� Help store items, materials, and ammunition for members of the resistance movement. 

� Members of the resistance movement are not always local residents. Help them navigate, 
show them the best ways, and inform them about the occupiers' checkpoints. 

� Keep the results of your actions confidential.

� Don't store on your devices (personal computer, laptop, tablet, 
phone) any compromising materials: photos, videos, contacts.

� Use tools that seem safe. For example, a folding knife or a multi-
tool for different types of damage. The presence of salt, sugar, 
matches, fabric, spanners, hammers, sandpaper, and solvents 
in the household can also be easily explained in the event of a 
search or suspicion.

� Don’t try to wait for the result of your actions. Observers become 
suspicious. But if it is near your place of work or residence, i.e.  
you can explain why you are there, of course, stay close by. 

© Centre for Strategic Communications, National Resistance Centre, Dovidka.info 

Helping the resistance movement  
if you are under occupation.

Online version 
here:

https://dovidka.info/en/yak-povodytysya-na-okupovanij-terytoriyi/#sprotyv



